
FOREIGN ASSETS CONTROL REGULATIONS
FOR THE CORPORATE REGISTRATION INDUSTRY

Why?
This bro chure pro vides the cor po rate reg is tra tion in dus try with in for ma tion about
the Spe cially Des ig nated Na tion als and Blocked Per sons list (SDN list) of the Of -
fice of For eign As sets Con trol (OFAC) and other as pects of U.S. sanc tions pro -
grams.  In re sponse to the in creased na tion wide ef fort to pre vent ter ror ists, ter ror ist
sup port ers, nar cot ics traf fick ers, and other sanc tioned par ties from us ing the U.S.
fi nan cial sys tem, it is crit i cal that the cor po rate reg is tra tion in dus try im ple ment
steps to iden tify sanc tioned par ties in order to prevent their incorporation in the
United States. 

All or ga ni za tions in volved in the cor po rate reg is tra tion pro cess need to un der stand 
OFAC reg u la tions.  Un der tak ing any type of busi ness or fi nan cial trans ac tion with
a sanc tions tar get is il le gal un der fed eral law and the in dus try can make an im por -
tant con tri bu tion to the achieve ment of na tional se cu rity goals by iden ti fy ing sanc -
tioned tar gets in or der to block their abil ity to use the U.S. fi nan cial system or do
business in the United States. 

The fol low ing ex am ple il lus trates what can hap pen if OFAC com pli ance is ig -
nored: Dur ing the 1990s, the U.S. Gov ern ment placed com pre hen sive sanc tions on 
the Fed eral Re pub lic of Yu go sla via (Ser bia & Montenegro) for its role in fos ter ing  
war in the Bal kans re gion.  The sanc tions pro hib ited U.S. per sons from do ing busi -
ness with in di vid u als or en ti ties lo cated in Yu go sla via and pro hib ited Yu go sla vi -
ans from us ing the U.S. fi nan cial sys tem.  While the sanc tions pro gram was still in
place, a Ser bian com pany sub mit ted an ap pli ca tion to a U.S. busi ness fil ing com -
pany and was in cor po rated un der a new name in the United States. The U.S. en tity
was then used by the Ser bian com pany to open seem ingly le git i mate bank ac counts 
and to trans fer money through the United States. Be cause the busi ness fil ing com -
pany’s em ploy ees were not trained on OFAC sanc tions pol i cies, the com pany not
only per mit ted a sanctions target to do business in the United States, it also violated 
federal law.

About OFAC
Eco nomic sanc tions are used by the U.S. gov ern ment to pre vent tar geted coun tries, 
en ti ties, and in di vid u als from, among other things, ac cess ing the U.S. fi nan cial
sys tem for pur poses that are con trary to U.S. for eign pol icy and na tional se cu rity
ob jec tives.  OFAC ex er cises this au thor ity based on a num ber of different statutes,
including:

• Trad ing With the En emy Act (TWEA) , 50 U.S.C. App. §§ 1-44

• In ter na tional Emer gency Eco nomic Pow ers Act (IEEPA), 50 U.S.C. §§
1701-06

• Iraqi Sanc tions Act (ISA), Pub.L. 101-513, secs. 586-586J, 104 Stat.
2047-55

• United Na tions Par tic i pa tion Act (UNPA), 22 U.S.C. § 287c

• In ter na tional Se cu rity and De vel op ment Co op er a tion Act (ISDCA), 22
U.S.C. 2349 aa-8 and aa-9

• Cu ban De moc racy Act (CDA), 22 U.S.C. § 6001-10

• Cu ban Lib erty and Dem o cratic Sol i dar ity (LIBERTAD) Act, 22 U.S.C.
6021-91

• Antiterrorism and Ef fec tive Death Pen alty Act, 8 U.S.C. 1189, 18 U.S.C.
2332d, and 18 U.S.C. 2339B

• For eign Nar cot ics King pin Des ig na tion Act, 21 U.S.C. 1901-1908, 8
U.S.C. 1182

• The Trade Sanc tions Re form and Ex port En hance ment Act (TSRA), 22
U.S.C. 7201-11

These stat utes of ten in volve dec la ra tions of “na tional emer gency” by the Pres i -
dent.

Sanc tions Pro grams
As of Oc to ber 2004, OFAC ad min is tered and en forced com pre hen sive sanc tions
pro grams in volv ing three coun tries: Cuba, Iran, and Su dan.  Un less au tho rized by
OFAC, no U.S. in di vid ual or en tity can do busi ness with in di vid u als or en ti ties (in -
clud ing gov ern ment in sti tu tions) in those coun tries, or in di vid u als or en ti ties act -
ing for or on be half of those coun tries. For ex am ple, in cor po rat ing an en tity on
be half of a res i dent of Iran, Cuba, or Su dan would be pro hib ited. In ad di tion, when
the Cuba pro gram is in volved, U.S. in di vid u als are also pro hib ited from do ing
busi ness with any Cu ban na tional re gard less of where he or she re sides un less that
per son is a cit i zen or per ma nent res i dent alien of the United States or is oth er wise
au tho rized by OFAC. OFAC also en forces sanc tions re gimes re gard ing: the West -
ern Bal kans, Burma (Myanmar), di a mond trad ing, Iraq, Li be ria, nar cot ics traf fick -
ing, North Ko rea, the pro lif er a tion of weap ons of mass de struc tion, Syria,
ter ror ism, and Zim ba bwe.  To read about the spe cif ics of each sanc tions pro gram
and to learn about re cent changes to our pro grams, please visit:
www.treas.gov/ofac  

Spe cially Des ig nated Na tion als and Blocked
Per sons List

OFAC has iden ti fied and of fi cially “des ig nated” nu mer ous for eign agents and
front or ga ni za tions, as well as ter ror ists, ter ror ist or ga ni za tions, and nar cot ics traf -
fick ers, on its SDN list, which con tains over 5,000 vari a tions on names of in di vid u -
als, gov ern men tal en ti ties, com pa nies, and mer chant ves sels lo cated around the
world. To en sure that il licit trans ac tions in volv ing tar geted coun tries and SDNs are 
not pro cessed, many U.S. banks and cor po ra tions are us ing so phis ti cated “in ter -
dic tion” soft ware, de vel oped by the pri vate sec tor, to flag ques tion able trans ac -
tions for re view. If such soft ware flags an item as a po ten tial match to OFAC’s
SDN list, cer tain “due dil i gence” steps out lined in this bro chure should be taken to
ver ify whether it is an ac tual match be fore contacting OFAC or taking action with
regard to the match. 

Who Must Com ply?

All U.S. per sons (in clud ing in di vid u als and en ti ties) are re spon si ble for en sur ing
that they do not un der take a busi ness deal ing with an in di vid ual or en tity on the
SDN list.  U.S. persons are:

• All U.S. cit i zens and per ma nent res i dents,

• All per sons lo cated in the United States,

• Any busi ness or ga nized un der U.S. law, in clud ing U.S. branches and rep -
re sen ta tive of fices of for eign com pa nies and over seas branches of U.S.
com pa nies, and 
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• In the case of the Cuba and North Ko rea pro grams, non-U.S. sub sid iar ies
of U.S. com pa nies. 

Pen al ties for Non com pli ance
De pend ing on the pro gram in volved, crim i nal vi o la tions of the stat utes ad min is -
tered by OFAC can re sult in pen al ties rang ing from $50,000 to $10,000,000 and/or
up to 30 years im pris on ment for will ful vi o la tions.  OFAC also has au thor ity to im -
pose civil pen al ties of up to $1,075,000 per vi o la tion de pend ing on the sanctions
program.

What does “Com pli ance” En tail?
OFAC does not man date what type of com pli ance pro gram a U.S. or ga ni za tion
should have. Ev ery or ga ni za tion has a dif fer ent level of risk that must be as sessed
to de ter mine the best way to en sure that it does not do busi ness with a sanc tions tar -
get. For en ti ties in the cor po rate reg is tra tion in dus try, this task is crit i cal be cause
al low ing a sanc tions tar get to in cor po rate in the United States is pro hib ited and
pro vides ac cess to the U.S. fi nan cial sys tem and the abil ity to move money for pur -
poses contrary to national security objectives.

Be cause the cor po rate reg is tra tion pro cess is highly de cen tral ized and gov erned by 
dif fer ent state laws, some ap pli ca tions may con tain min i mal or in com plete in for -
ma tion on the par ties re quest ing in cor po ra tion.  If you have rea son to be sus pi cious
that an ap pli cant is ei ther a Spe cially Des ig nated Na tional or af fil i ated with a sanc -
tioned coun try, OFAC rec om mends re quest ing fur ther in for ma tion to de ter mine
whether do ing  busi ness with the applicant constitutes a violation of federal law.  

How to De ter mine if a Reg is tra tion Ap pli ca tion
Con tains an Ex act Match to the SDN List
In ter dic tion soft ware is a tool to help iden tify po ten tial matches with OFAC’s SDN 
list.  In ev i ta bly, there will be “false positives” with the use of this soft ware.  There -
fore, cer tain “due dil i gence” steps should be taken to en sure that a “hit” is a “good
hit” (i.e., to de ter mine whether the in di vid ual or en tity on the ap pli ca tion is in deed
on the SDN list). The fol low ing is a guide on how to de ter mine if you have a “good
hit” when eval u at ing po ten tial matches against the SDN list: 

1.  Is the “hit” or “match” listed on the in cor po ra tion ap pli ca tion against OFAC’s 
SDN list or tar geted coun tries, or is it “hit ting” for some other rea son (i.e., Con -
trol List or PEP, Non-Co op er a tive Coun tries and Ter ri to ries, Ca na dian Con sol i -
dated List (OSFI), World Bank De barred Par ties, Blocked Of fi cials File, or
gov ern ment of fi cial of a des ig nated coun try), or can you tell what the hit is?

• If the name is hit ting against OFAC’s SDN list or tar geted coun tries, con -
tinue to Step 2 be low.

• If it is hit ting for some other rea son, you should con tact the “keeper” of
which ever other list the match is hit ting against. For ques tions about: (1)
The De nied Per sons List and the En ti ties List, please con tact the Bu reau
of In dus try and Se cu rity at the U.S. De part ment of Com merce at
202-482-4811, (2) The FBI’s Most Wanted List or any other FBI-is sued
watch list, please see the Fed eral Bu reau of In ves ti ga tion’s website at
www.fbi.gov/con tact/fo/fo.htm, (3) The De barred Par ties List, please
con tact the Of fice of De fense Trade Con trols at the U.S. De part ment of
State, 202-663-2700, (4) The Bank Se crecy Act and the USA PA TRIOT
Act, please con tact the Fi nan cial Crimes En force ment Network (FinCEN) 
at 1-800-949-2732.

• If you are un sure whom to con tact, please con tact the pro vider of the in ter -
dict soft ware that told you there was a hit.

• If you can not tell what the hit is, you should con tact the pro vider of the in -
ter dict soft ware which told you there was a hit.

2.  Now that you have es tab lished that the hit is against OFAC’s SDN list or tar -
geted coun tries, you must eval u ate the qual ity of the hit. Com pare the name of the
in di vid ual with the name on the SDN list. Is the name on the SDN list a ves sel or a
com pany rather than an in di vid ual (or vice-versa)? Is the name on the SDN list a
male’s name whereas your ap pli cant is a fe male?

• If yes to ei ther ques tion, you do not have a valid match.*

• If no, please con tinue to Step 3 be low.

3.  How much of the SDN’s name is match ing against the name on your ap pli ca -
tion? Is just one of two or more names match ing (i.e., just the last name or just the
first name)?

• If yes, you do not have a valid match.*

• If no, please con tinue to Step 4 be low.

4.  Com pare the com plete SDN en try with all of the in for ma tion you have on the
match ing name on your ap pli ca tion. An SDN en try of ten will have, for ex am ple, a
full name, ad dress, na tion al ity, pass port, tax ID or cedula num ber, place of birth,
date of birth, for mer names and aliases. Are you miss ing a lot of this in for ma tion
for the name on your ap pli ca tion?

• If yes, go back and get more in for ma tion and then com pare your com plete
in for ma tion against the SDN entry.

• If no, please con tinue to Step 5 be low.

5.  Are there a num ber of sim i lar i ties or ex act matches?

• If yes, please call the hot line at 1-800-540-6322. 

• If no, you do not have a valid match.* 

*  If you have rea son to know or be lieve that al low ing this per son to do busi ness in
the United States would vi o late any of the Reg u la tions, you should call the hot line
and ex plain this knowl edge or be lief.

Stay ing Up-to-Date
When ever there is an up date to any of OFAC’s in for ma tion, it is quickly made
avail able elec tron i cally via many dif fer ent sources:

All of OFAC’s pro gram bro chures, as well as SDN in for ma tion, are avail able free
in down load able cam era-ready Adobe Ac ro bat© “*.PDF” for mat over the Trea -
sury De part ment’s World Wide Web Server.  OFAC’s Home Page is lo cated at
www.treas.gov/ofac.  The website also con tains a self-ex tract ing ASCII file of the 
SDN list in DOS, de lim ited, fixed-field, and coun try-spe cific ver sions, and ac cess
to all OFAC-re lated Ex ec u tive Or ders, U.N. Res o lu tions, stat utes, reg u la tions, and 
the Code of Fed eral Reg u la tions as well as to brochures in ASCII format.  

All of OFAC’s forms, in clud ing its An nual Re port on Blocked Prop erty, Cu ban
Re mit tance Af fi da vit, and li cense ap pli ca tions are elec tron i cally avail able on the
site. When ever there is a change in volv ing ur gent in for ma tion re quir ing im me di ate 
im ple men ta tion, the [DATE] changes on the face of the pri mary Page; us ers can
au to mate their com pli ance by struc tur ing their Internet con nec tion to use a Web
browser to watch for that date change, check a “Bul le tin” file to get the de tails
about changes, and down load OFAC’s lat est in for ma tion for in cor po ra tion, for
example, into interdiction software. 

There are two sep a rate email sub scrip tion ser vices on the site, one called a “Fi nan -
cial Op er a tions Bul le tin” and the other a “What’s New” no tice.  Fi nan cial op er a -
tions bul le tins are geared to ward the fi nan cial op er a tions com mu nity, while
“What’s New” no tices are geared to ward the gen eral pub lic (in clud ing ex port ers
and im port ers, prac tic ing at tor neys, and re search ers). Gen er ally speak ing, those in
the op er a tions ar eas of banks, bro ker age houses, and other fi nan cial ser vice pro -
vid ers do not re quire the level of de tail and wealth of in for ma tion pro vided in no -

2 Department of the Treasury October 15, 2004



tices to the gen eral pub lic. In stead, they are pri mar ily in ter ested in changes di rectly 
im pact ing their day-to-day op er a tions, such as up dates to OFAC’s list ing Spe -
cially Des ig nated Na tion als and Blocked Per sons. All “What’s New” no tices to the 
general public also contain information from OFAC’s financial operations
bulletins. 

OFAC op er ates a free au to mated fax-on-de mand ser vice, which can be ac cessed
24 hours a day, seven days a week, by di al ing 202/622-0077 from any touch-tone

phone and fol low ing voice prompts. OFAC doc u ments kept up to date on the sys -
tem in clude pro gram and gen eral bro chures, list ings of Spe cially Des ig nated Na -
tion als and Blocked Per sons, in clud ing changes to the list ings, li cens ing
guide lines, and Fed eral Reg is ter no tices (even those filed but not yet printed in the
Fed eral Reg is ter). The “In dex of Avail able Documents” is date-specific.
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